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ABSTRACT 

This paper presents a prototype development for an automated control system for production 

checkpoints within the Industry 4.0 framework. The system integrates biometric recognition, RFID 

technology, and automated access control mechanisms to enhance security and efficiency. The study 

highlights the advantages of an event-driven model for real-time access control and system 

scalability. The proposed solution ensures seamless integration with enterprise control systems, 

reducing operational risks and improving workforce monitoring. 
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Introduction 

In today's digital transformation of industrial enterprises, the implementation of automated 

access control systems is becoming not only a necessity, but also a key element of security and 

effective production processes control. Within the framework of the Industry 4.0 concept, which 

involves the integration of intelligent technologies, big data, the Internet of Things (IoT) and cyber-

physical systems, an important task is to develop a prototype of an automated control system for 

production checkpoints [1]-[18]. Traditional access control mechanisms based on physical passes or 

manual verification are inefficient and prone to human error, which can lead to security threats, 

violations of the internal regime and unauthorized access to critical areas of the enterprise. 

Automation of this process allows you to significantly increase the level of control, ensure operational 
monitoring of personnel and transport, as well as integrate the system with other enterprise 

management modules. Various methods and approaches to the analysis and development of such 

systems can be used here [19]-[41]. 

The use of biometric technologies, RFID cards, facial recognition systems and license plates 

allows for a high level of accuracy in identifying individuals and vehicles, which in turn increases 

security and minimizes the risks of unauthorized entry. In addition, the use of big data analytics and 

artificial intelligence allows you to predict abnormal behavior, identify possible threats and respond 

promptly to any violations. The implementation of such a system allows you to optimize the time of 

passing checkpoints, which is important for increasing the productivity of the enterprise and reducing 

the costs of personnel control. 

Within the framework of Industry 4.0, automated access control systems can be integrated 

with other digital solutions, such as ERP systems, production control platforms and intelligent video 

surveillance systems, which create a single enterprise control ecosystem. This allows you to not only 

ensure effective control of checkpoints, but also conduct analytics on employee flows, assess shift 

workload, monitor the level of security on the territory of the enterprise and automate reporting. The 

implementation of such solutions also contributes to compliance with international safety standards 

and regulatory requirements, which is critically important for industrial enterprises in the global 

economy [42]-[45]. 

Thus, the development of a model of an automated checkpoint control system within Industry 

4.0 is a relevant and necessary area of research that allows increasing the level of safety, optimizing 
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production processes and integrating modern digital technologies into the production control system. 

It will contribute to the effective allocation of resources, minimizing risks and improving the overall 

organization of work, which are key factors for the successful development of industrial enterprises 

in modern conditions. 

Related work 

Various methods of restricting physical access in production are of considerable interest to 

researchers. Such methods are described in many studies. Let us consider several such works. 

The inherent complexity of operational technology systems, along with their advanced-in-age 

nature, prevents defenders from fully applying contemporary security controls in a timely manner 

[46]. Authors in [46] note that existing vulnerabilities in the design and implementation of several of 

the operational technology-specific network protocols may easily grant adversaries the ability to 

decisively impact physical processes. We provide a categorization of such threats and the 

corresponding vulnerabilities based on various criteria. 

García-Rodríguez, J., and co-authors in [47] propose to tie attribute-based credentials to 

biometric features of the credential holder and to require biometric verification on every use. In such 

settings, attribute-based credentials that are tied to biometrics, which we call Biometric-Bound 

Attribute-Based Credentials (bb-ABC ), allow to implement scalable and privacy-friendly systems to 

control physical access to (critical) infrastructure and facilities. 

Gupta, S., & et al. in [48] describe their Step & Turn prototype that addresses the fundamental 

limitations of the conventional physical access control schemes, i.e., users having a specific 

knowledge or possessing a particular device or token, to satisfy both usability and security 

requirements. 

The paper [49] propose a new three-factor user authentication and key agreement scheme 

(UAKA-5GSICPS) for 5G-enabled SDN based ICPS environment. UAKA-5GSICPS allows an 

authorized user to access the real-time data directly from some designated Internet of Things (IoT)-

based smart devices provided that a successful mutual authentication among them is executed via 

their controller node in the SDN network. 

The researchers in [50] design a system model that can guarantee secure communication and 

transparently manage user identification data in metaverse environments using blockchain 
technology. They also propose a mutual authentication scheme using biometric information and 

Elliptic Curve Cryptography (ECC) to provide secure communication between users and platform 

servers and secure avatar interactions between avatars and avatars. 

The accidents ones caused by malicious attacks represent a very challenging issue especially 

in Industry 5.0 concept [51]. This includes maliciously hijacking and controlling robots and causing 

serious economic and financial losses. This paper reviews the main security vulnerabilities, threats, 

risks, and their impacts, and the main security attacks within the robotics domain. In this context, 

different approaches and recommendations are presented in order to enhance and improve the security 

level of robotic systems such as multi-factor device/user authentication schemes, in addition to multi-

factor cryptographic algorithms. 

So, we see that the problem of ensuring security is very diverse and multifaceted. 

Consequently, the ways to solve this problem differ significantly. Further in this article we will 

consider the possibility of physically restricting access in production when passing through 

checkpoints. 

An automated control system structure and a prototype development for production 

checkpoints 

A flowchart design is a critically important stage in the development of an automated access 

control system in production, as it provides a comprehensive view of the functioning of the system 

and the interaction of its components. The flowchart allows identifying the main elements of the 

system, such as identification sensors, access controllers, data collection, information processing and 
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signal transmission systems. This makes it possible to clearly imagine all the processes occurring in 

the system and their logical sequence. The design also helps to identify potential risks, such as 

possible system failures or vulnerabilities that can be used for unauthorized access. In addition, the 

flowchart helps developers optimize the interaction between components, which contributes to 

increasing the reliability and efficiency of the system, as well as its flexibility for possible 

modifications in the future. Such a diagram is also a key tool for further technical documentation and 

coordination between the various departments involved in the development and implementation of 

the system. 

When designing the structural diagram of an automated system for the production checkpoints 

control, it is necessary to take into account several key criteria that ensure efficiency, reliability and 

safety. One of the important criteria is the possibility of contactless identification of employees, which 

reduces physical contact and increases the speed of passage. This necessitates the use of computer 

vision systems and wireless networks based on RFID or NFC technologies. Computer vision allows 

you to automatically recognize people or other identification features without the need for additional 

carriers, which is convenient in large-scale production. The use of RFID or NFC provides fast data 

reading, without the need for physical contact with devices, which significantly increases the 

efficiency of the system. These technologies also provide a high level of security, as they allow you 

to avoid counterfeiting of identifiers and unauthorized access. Table 1 presents an analysis of the 

selected technologies and their description that will be used for the developed automated system for 

controlling the passage of checkpoints in production. 

 

Table 1: Analysis of the selected technologies for the automated access control system in 

production development 

Technology Description 

Contactless identification Ensures speed and safety when passing through checkpoints 

RFID or NFC 
Provide reliable and fast reading of identification data 

without physical contact 

Computer vision 
Allows automatic face recognition, increasing the accuracy 

and convenience of the system 

Data processing speed 
Important for large flows of people to avoid delays in the 

identification process 

Security and data protection 
Guarantee that data will not be tampered with or access to 

the system will not be compromised 

 

Based on the selected criteria that must be met by the automated access control system in the 

production being developed and the selected technologies given in Table 1, the following structural 

diagram of the automated access control system in production is proposed (Figure 1). 

The structure diagram in Figure 1 shows a control system based on the use of automated access 

control system with the integration of various modules for face recognition and identification using 

RFID. The following is a description of the purpose of each of the blocks: 

– camera, responsible for reading an image or video from a person’s face for its further 

analysis. It is used in the face recognition module to identify the user based on biometric data; 

– RFID, a module for reading RFID cards or other identifiers. This block contains a reader 

that interacts with an RFID chip that can be embedded in a card or other object to confirm the 

identification of a person or object; 

– lock, an electronic lock or access blocking mechanism that receives signals from the control 

system to open or lock the door after successful identification of the user through face recognition 

modules or RFID; 
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– MM (microprocessor module), the control unit of the system that processes data received 

from the RFID module. It is responsible for reading data from the user card, decoding information 

and transmitting it to the laptop. The MM also receives data from the laptop and controls the opening 

or non-opening of the electric lock; 

– laptop (single-board computer) – a device that performs the function of information 

processing and system management. Contains two main software modules: a face recognition module 

and an RFID data module; 

– a face recognition module, a software part of the system that analyzes data from the camera 

and determines whether the user’s face image matches the previously recorded biometric data. If the 

identification is successful, the data is transmitted to the control module to grant access; 

– an RFID data module, this software module stores RFID code data that has access rights to 

the production premises. 

 

 

 

 

Figure 1: Structural diagram of the automated access control system prototype in production 

 

The principle of operation of the developed scheme of the ASKPP layout in production is built 

as follows: 

– the object of identification approaches the checkpoint in production; 

– the system scans the face and reads data from the RFID card; 

– the data received from the camera is directly transmitted to a laptop or single-board 

computer, and the data from the RFID card is decoded in MM and in the form of a 16-bit code via 

the USB port is also transmitted to a laptop or single-board computer; 

– on a laptop or single-board computer, the facial recognition module analyzes the received 

facial image and checks it with existing samples, and at the same time checks the 16-bit code from 

the RFID card. Provided that these two parameters have a positive response to requests, the system 

via MM gives a command to open the lock. If one or all parameters do not match, the system does 

not give a command to open the lock. 

The developed system combines two identification methods – biometric (facial recognition) 

and RFID, providing a multi-factor approach that increases access security. 

Developing a wiring diagram for the automated access control system prototype in production 

is an important step to ensure the correct operation of all modules. The diagram will help to clearly 

determine how to connect components such as a camera, RFID module, relay, lock and Arduino Nano 

controller, which will prevent possible installation errors. Without the correct diagram, malfunctions 

may occur, which will affect the functionality of the entire system. 

In addition, the wiring diagram will allow you to identify and eliminate potential power 

problems, ensure safe control of electronic components, avoid overload or short circuit. It will also 
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facilitate future maintenance and modernization of the system, which is important for its effective 

operation in production. The developed wiring diagram in the Fritzing environment is presented in 

Figure 2. 

 

 

 
 

Figure 2: Connection diagram of the automated access control system hardware modules in 

production 

 

The connection diagram (Fig. 2) of the created automated access control system prototypet 

uses several hardware modules. The circuit is based on the Arduino Nano board, which controls all 

components. The PN532 NFC RFID module is connected to the board via 4 wires: GND to Arduino 

ground, VCC to 5V for power, SDA to analog port A4, and SCL to A5 for data exchange via the I2C 

bus. A 1-channel 12V relay is also used, which is controlled by Arduino via digital output D6, which 

allows switching the power supply for the lock. The relay is supplied with 12V power, which is also 

used for an electromechanical solenoid lock. Arduino powers the relay via GND and controls it to 

lock or open the door. 

The 12V power is supplied through a separate power supply unit, which is connected to the 

relay and the lock. This allows the lock to receive enough energy for proper operation.  

The Logitech C920 HD Pro camera is connected to a laptop or microcontroller via a USB 

port. In this work, a laptop with a built-in webcam will be used to implement the prototype. As a 

result, Arduino Nano will be directly connected via USB port to the laptop.  

According to the developed connection diagram (Figure 2), a automated access control system 

ptototype in production, the general view of which is presented in Figure 3. 
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Figure 3: Assembled hardware component of the automated access control system prototype in 

production 

 

Development of a general algorithm for the operation of the checkpoint control system 

The development of a general algorithm for the operation of the automated access control 

system software in production is necessary to ensure the coordinated and effective operation of all 

system components. The algorithm determines the sequence of actions required for the correct 

identification, authentication and passage of employees or visitors. It takes into account the 

integration of various hardware modules (cameras, RFID, relays), as well as data processing by neural 

networks for face recognition. A clear algorithm allows you to optimize the operation of the system, 

reduce delays and increase the accuracy of identification, which is critically important for the safety 

and productivity of production. The general algorithm also simplifies the process of debugging, 

testing and future improvement of the system, ensuring its scalability and adaptability. Based on this, 

the following general algorithm for the operation of the automated access control system prototype 

in production is proposed, which is presented in Figure 4. The algorithm, which is presented in Figure 

4, describes the process of the automated access control system prototype functioning in production. 

The process begins with loading the system settings. After that, the system waits for the RFID card 

to be raised. If the card is not read, the system continues to wait. Once the card is read, the data is 

read from it. If no data is received, the system returns to waiting for the card. 

In case of successful data reading, they are transferred via the COM interface to the PC for 

further processing, after which the system waits for a response from the PC. In parallel, a search for 

matches with the database is launched on the PC. If the data is found, the camera is initialized to 

capture the face image. The system receives key points of the face and compares them with the 

template stored in the database. 

If the data matches, a command is sent to open the lock. In case of a mismatch of the face or 

if the data on the card does not match the database, the card is blocked and the security service is 

called to ensure security. Thus, the algorithm provides two levels of authentication: by RFID card and 

by facial recognition, which increases the security of access to the checkpoint. 

The developed algorithm provides a high level of security of access to the checkpoint by 

combining two authentication methods: RFID card reading and facial recognition. This minimizes 

the risks of unauthorized access, since each stage controls the authenticity of the user. The algorithm 

also ensures fast identification, as it searches for matches in the database and reads the image in 

parallel. The integration of the camera and processing of facial key points increases the reliability of 

recognition and reduces the likelihood of errors. In case of detection of a mismatch or suspicious 

actions, the system automatically blocks the card and calls the guard, which adds an additional layer 

of protection. 
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Figure 4: General algorithm of automated access control system operation in production 

Conclusion 

The developed prototype of an automated control system for production checkpoints 

demonstrates high efficiency in ensuring security and access control within the framework of the 

Industry 4.0 concept. The use of biometric identification and RFID technologies allows to 

significantly increase the accuracy and speed of verification of individuals, reducing the risks of 

unauthorized access. Integration of the system with other enterprise information platforms, such as 

ERP and MES, provides a comprehensive approach to personnel management and logistics. An event-

based model of request processing allows reducing the load on the system and increasing its 
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adaptability to changes in production processes. Analysis of the obtained results confirms that the 

implementation of such a system contributes not only to security, but also to the optimization of 

internal processes at the enterprise, reducing the time of passing control and increasing overall 

productivity. Automation of data collection, processing and analysis in real time allows to promptly 

responding to potential threats and anomalous behavior, which is especially important in modern 

production conditions. The implementation of such systems also helps enterprises to comply with 

international security standards and the requirements of regulatory authorities. The proposed 

approach proves its effectiveness in creating a reliable, scalable and easily adaptable system that can 

be integrated into production processes of any level of complexity. Further research can be aimed at 

expanding the capabilities of user behavior analysis, implementing additional authentication levels, 

and integrating with advanced artificial intelligence systems for risk prediction. 
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